This work proposes a method for the measurement of a country's digital investigation capacity and saturation for the assessment of future capacity expansion. The focus is on external, or international, partners being a factor that could negatively affect the return on investment when attempting to expand investigation capacity nationally. This work concludes with the argument that when dealing with digital crime, target international partners should be a consideration in expansion, and could potentially be a bottleneck of investigation requests.
Introduction
Continuous development of information communication technology and large scale proliferation of digital devices is leading to an increase in victims of digital crime, as well as tools and evidence in criminal investigations [1] . Many crimes, even traditionally non-digital crimes such as murder, now normally have some sort of digital component [2, 3] . A recent U.N. report also showed a global need for expansion of digital investigation capability [4], especially with cross-border technical assistance.
When expansion of investigation capacity is made, an organization should be able to quantify how this expansion affects the organization to ensure a maximized return on investment. Some works have previously examined investigation capacity in law enforcement [5] , but have not specifically focused on digital investigation services or the interplay between national expansion and the effect on partner countries. When an organization has to interact with other organizations nationally and internationally -especially in some sort of throughput or dependent relation -they should also consider how their expansion will affect these other organizations, and how the other organizations may affect return on investment.
Contribution and Structure
This work examines the needs of digital investigation capacity expansion, and how such capacity expansion can be measured. This work argues that measurement of capacity and its effect on external partner organizations can lead to more strategic investment strategies to reduce global digital crime.
First, an overview of digital crime investigation capacity expansion in a global context is discussed. Section 3 proposes a method to model digital crime investigation capacity within a country. Next, the concept of investigation capacity saturation is discussed, and a method for choosing expansion investment based on strategic partner organization capacity saturation is given. Section 4 then gives final thoughts and areas for future work.
Digital Crime Investigation Capacity Expansion in a Global Context
Digital crime investigation units are oftentimes looking to expand investigation capacity. Expansion of investigation capacity could allow an organization to increase their scope of service, investigate all national case requests in a timely manner (reduce or eliminate a backlog), open more cases for international investigations, or even just allow an organization to better meet the needs of their own citizens. Expansion could come in the form of more funding for training, equipment, personnel, etc. [6, 7] . For example, Irish digital forensic investigators estimated that up to 40% of all exhibits receiving a full digital forensic analysis are determined to not be relevant to the case, and time and storage reductions could be made by slightly changing the investigation work flow [8] .
Many organizations attempt to expand their investigation capacity when their budget allows. However, in the case of digital crime, many crimes have an international component. However, when one country needs assistance from another, the the investigation capacity of both countries should be considered. For example, if one country increases it's investigation capacity, this increase in capacity may result in more international requests. These requests will have a direct impact on the requested country's ability to handle other investigation requests. Consider Figure 1 and Figure 2 . In Figure 1 , if the current investigation capacity of Requestor 1 allows for 3 international requests, other countries may be able to handle these extra requests. However, after expansion of the investigation capacity of Requestor 1, international requests may now be doubled ( Figure 2) .
While expansion may seem to be a benefit for Requestor 1, consider Figure 3 , where Country C is receiving international requests. Country C's investigation capacity is significantly lower. So much so that Country C can only keep up with their national investigation requests. If Requestor 1 is now making more international investigation requests to Country C, Requestor 1 may have to wait Countries considering expansion of investigation capacity should factor in the effect such a national-level expansion may have on other countries. And specifically determine at what point is there are reduced benefit to expanding investigation capacity.
Modeling Digital Crime Investigation Capacity
Digital crime investigation capacity can effectively be defined as the maximum amount of cases categorized as digital crimes that can be investigated by a group over a given period of time.
A case backlog is defined as a queue of cases that are not being actively investigated, and are waiting to be started or finished by a group. It may be common to have periods with a higher number of case requests than others. During peak periods, a backlog of cases may be created.
With these definitions, if total investigation requests over a given period of time are below investigation capacity then the cases will be started and cleared with no -or minimal -impact on a unit's backlog. If total investigation requests over a given period of time are above capacity, then the cases will be started and cleared in a longer period of time, and have a measurable impact on the case backlog.
Essentially, capacity in investigations cannot be thought of as applicable to each singular case. For example, if one investigator does not currently have work assigned, that 'unused' capacity may not be able to be allocated to other ongoing tasks.
Capacity should be measured over time, and averaged for the group. This means that along with calculating the average number of cases completed per investigator, per year, the number of investigators also must be averaged per year. This allows units with high turn-over, or units with only part-time investigators assigned to still be able to attempt to measure capacity over the long term.
An equation for investigation capacity
In this work investigation capacity is defined as an equation over time where the cases completed at the investigator, unit or national level is divided over the average number of available investigators for the same time period.
• Let T be the time-span of interest
• Let Ia be the time an investigator is available to work on cases For T : (casesclosed)/(averageinvestigators) † where:
This formula gives the average cases completed per available investigator. For example, if there were 4 cases closed over a 6 day period, one investigator was available full time, and one investigator was available part time (50%), then the calculation would be as so: 4/((6/6) + ((6/2)/6)) = 4/(1 + (3/6)) = 4/(1 + 0.5) = 4/1.5 = 2.7
This means the throughput per investigator over this 6 day period is approximately 2.7 cases. Since there are essentially 1.5 investigators available, the overall potential throughput is 2.7 · 1.5 = 4. Throughput, however, is not necessarily the same as investigation capacity.
For units or countries that currently have a case backlog, the average number of cases completed per time-span, per investigator multiplied by the current number of available investigators is an indication of the current unit or national investigation capacity.
For units or countries that do not have a case backlog, the additional available investigation capacity may have to be estimated at least in two ways. Either by sampling maximum case throughput at a specific point in time where a backlog temporarily existed due to a surge in requests, or by using qualitative methods to ascertain at what capacity the investigators and their managers feel they performing at, or both.
For example, if the average cases completed annually in a country with 10 full-time investigators is 500, this country has no backlog, and each investigator estimates an average of 20% of 'down time', then the estimated national capacity would be 600 cases per year. ((500/10) + ((500/10) · 0.2)) · 10 = 600
With the consideration of downtime, the equation † should be updated as follows:
For T : ((casesclosed/averageinvestigators) + ((casesclosed/averageinvestigators)·downtime))·(averageinvestigators) ‡ This formula will calculate, at least, an overall capacity estimate for the group over a period of time. Capacity measurements can be averaged for all groups/units in a country.
Investigation capacity saturation
Investigation capacity can be compared with investigation requests to determine the capacity saturation in a particular unit or country. Capacity saturation can be thought of as a country's ability to handle more case requests without the request being backlogged or jumping the queue. To calculate capacity saturation, the number of incoming case requests can be divided by the investigation capacity. Using this calculation, if capacity saturation is above 1 (100%), then this indicates a backlog. The higher the capacity saturation, the more likely an organization will take a longer time to respond to a request, or potentially not respond at all. If the investigation capacity of County A continually increases, and Country A increases the number of international requests made, the capacity of other countries may become over-saturated. At this saturation point, additional investment in Country A's investigation capacity could result in a reduction of throughput until other countries' capacity increases. In this case, it is more beneficial for Country A to invest in investigation capacity of countries to whom investigation requests are commonly made, but that have a lower investigation capacity.
